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COURSE NUMBER & NAME: CST 285 – Cyber Forensics Capstone 
LECTURE/LAB HOURS: Lecture hours (combination of computer classroom and in-field service learning) 
CREDITS: 3 credits 
PREREQUISITES: Completion of all third semester courses. This capstone experience must be 
taken in a student’s last semester immediately prior to graduation. 
COURSE DESCRIPTION:  This capstone course is required of all cyber forensics degree candidates. As 
a culminating course, it allows students to demonstrate their interdisciplinary knowledge and technical 
skills learned in previous program courses. Through a service-learning field experience, students develop 
the ability to meet and excel in career and social demands of the 21st century by applying program 
content in a practical setting and interacting with professionals in a variety of fields.  This course 
combines on-campus meetings, service placement with community partners, and independent projects. 
This capstone experience must be taken in a student's last semester immediately prior to 
graduation. 
 
COURSE LEARNING OUTCOMES: 
Upon successful completion of this course, students will be able to: 
1. Apply cyber forensics knowledge and skills to real-life applications, analyzing cybersecurity 
issues for community partners.  
2. Identify cybersecurity needs within an organization by interacting professionally with key 
personnel. 
3. Summarize ethical and legal issues in cyber forensics, according to industry norms. 
4. Effectively communicate orally and in writing, summarizing cybersecurity issues, implemented 
solutions, and community needs. 
5. Locate and use information resources for cybersecurity and civic research as applied to course 
content and service placement. 
 
COURSE MATERIALS: (e.g. text books, lab manuals) 
1. Laptop (provided by the NSF grant) with digital forensics software (e.g., AccessData Forensics 
Toolkit, FTK, and Mobile Phone Examiner, MPE), which will be used at community partner sites 
for cyber-service project.  
2. Relevant articles and research to cyber-service projects, which will vary by semester and by 
student according to community needs and student placement.  
3. Service-learning information and required College (experiential education) forms for service 
placement.  
 
An essential element of this course includes information literacy. “Information Literacy” is the evaluation 
and assessment of integrated information. Students will be able to locate, discern, and effectively use 
information to solve issues and/or problems. 
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COURSE REQUIREMENTS: (e.g. field trips, lab requirements, technology or special equipment 
requirements, extra expenses) 
 Class attendance and participation. 
 Service site attendance and cyber-service project. 
 Completion of journals, regarding cyber-service project, professionalism, and civic learning 
related to service placement. 
 Final report, summarizing cyber-service project addressing the problem and solutions applied. 
 Class presentation, sharing overall service-leaning experience and cyber-service project. 
 
EVALUATION METHODS: (e.g. exams, essays, quizzes, portfolios) 
Student performance will be evaluated using the following methods, and the final grade will be calculated 
according to the following percentages: 
 Class attendance and participation    10%  
 Service site attendance (verification forms)   10% 
 Community partner assessments     20% 
 Journal entries       20% 
 Cyber-service project - final report and class presentation 40% 
 
CLASS SCHEDULE: 
Week Unit/Content Learning Activities 
1  Introduction & Orientation Review of requirements, explanation of service 
experience expectations. 
Cyber-related issues in the community, review of 
service needs, class discussion.  
Research community and cybersecurity-related 
issues. 
2 Legal & Ethical Issues in Cyber Forensics Legal and ethical cases. Work in groups and class 
discussions. 
Class discussion on the potential issues in service 
placement, as well as professional expectations and 
workplace acumen. 
3 Service-learning Project Team 
Assignments 
Professor and student consultations about service 
placements. 
4 Site Visits Students must visit and gather information about 
service placement organization and their cyber needs. 
5 Site Reports Small group and class discussion sharing service 
placement and site visits. Report back on community 
partner site re: cyber-service project. 
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6 Cyber-Service Team Project Students will work in the computer classroom and in 
the field on cyber-service requirement. 
7 Cyber-Service Team Project Students will work in the computer classroom and in 
the field on cyber-service requirement. 
8 Cyber and Service Review Small group and class discussion sharing updates on 
cyber-service requirement and research. 
Consultations with professors. 
9 Cyber-Service Team Project Students will work in the computer classroom and in 
the field on cyber-service requirement. 
10 Cyber-Service Team Project Students will work in the computer classroom and in 
the field on cyber-service requirement. 
11 Cyber and Service Review Small group and class discussion sharing updates on 
cyber-service requirement and research. 
Consultations with professors.  
12 Cyber-Service Team Project Students will work in the computer classroom and in 
the field on cyber-service requirement. 
13 Cyber-Service Team Project Students will work in the computer classroom and in 
the field on cyber-service requirement. 
14 Final Projects Class presentations – final written reports. 
15 Final Projects continued Class presentations – final written reports. 
 
SUGGESTED TEACHING METHODOLOGIES: (e.g. group presentations, research paper, lecture) 
 Class discussions & small group work 
 Professor/student consultations 
 Service-learning project at community partner sites 
 Student journals 
 Student research and readings 
 Final reports and presentations 
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MAPPING COURSE LEARNING OUTCOMES to LEARNING ACTIVITIES and EVALUATION 
METHODS 
 





Apply cyber forensics knowledge and 
skills to real-life applications, analyzing 
cybersecurity issues for community 
partners. 
Students will work in the computer 
classroom and at the community 
partner site on cyber-service 
project requirement. 
 Site visits  
 Community partner 
assessments 
 Journal entries 
 Cyber-service project – 
final report and class 
presentation 
Identify cybersecurity needs within an 
organization by interacting professionally 
with key personnel. 
 
Students will work in the computer 
classroom and at the community 
partner site on cyber-service 
project requirement. 
 Site visits  
 Community partner 
assessments 
 Journal entries 
 Cyber-service project – 
final report and class 
presentation 
Summarize ethical and legal issues in 
cyber forensics, according to industry 
norms. 
 
Review of program concepts. 
Legal and ethical cases. Work in 
groups and class discussions. 
Class discussion - potential issues 
in service placement. 
 Class participation 
 Journal entries 
 Cyber-service project – 
final report and class 
presentation 
 
Effectively communicate orally and in 
writing, summarizing cybersecurity 
issues, implemented solutions, and 
community needs. 
Small group and class discussion 
sharing updates on cyber-service 
requirement and research. 
Consultations with professors. 
Class presentations – final reports. 
 Class participation 
 Community partner 
assessments 
 Journal entries 
 Cyber-service project – 
final report and class 
presentation 
 
Locate and use information resources for 
cybersecurity and civic research as 
applied to course content and service 
placement. 
Small group and class discussion 
sharing updates on cyber-service 
requirement and research. 
Consultations with professors. 
 
 Class participation 
 Journal entries 
 Cyber-service project – 
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